
Notes  for Internet Security, B.Sc. I.T. Semester V

Chapter 5 – Cryptography

5.1 Introduction to Basic Encryption and Decryption:

The term 'Cryptography' means the concept of encryption and decryption together. Cryptography 
is the technique in which the original 'plain text' message is 'encrypted' i.e. converted into a coded 
form called 'cipher text' at the sender's end, which is then transmitted to the receiver. The receiver 
then 'decrypts' i.e. converts the 'cipher text' back into the 'plain text' to get the original message 
back.

Cryptography is also called as an art or technique to achieve secure communication between the 
communicating parties by encoding the messages between them such that no third party can gain 
anything useful out of interception.

Various techniques are utilized for this purpose of cryptography. Broadly these techniques fall 
into two categories. 1) Symmetric key cryptography – in which the 'key' element used, is the 
'same' for both encryption as well as decryption. And 2) Asymmetric key cryptography – in which 
the 'key' element used, is different for both encryption as well as decryption.

(Beware:- Symmetric key cryptography is also known as 'private or secret key cryptography' 
whereas Asymmetric key cryptography is also known as 'public key cryptography',  just adds 
little more confusion with words private and public !)

The techniques used in symmetric key cryptography are as below.

1. Substitution technique – the very basic technique which makes use of simple letter 
substitution to generate cipher text. Specific methods used in this type include 1. Caesar 
cipher (used by Julius Caesar), 2. Modified Caesar Cipher, 3. Mono-alphabetic cipher, 4. 
Homophonic substitution cipher, 5. Polygram substitution cipher 6. Polyalphabetic cipher etc.

1. Transposition technique – Modified version of substitution technique because this not only 
substitutes letters but also makes some sort of permutation over the plain text in order to 
generate cipher text. Specific examples include 1. Simple columnar transposition, 2. Rail 
fence technique, 3. Vernam cipher, 4. Book cipher etc.

Every process of encryption and decryption is necessarily associated with a 'key'- the 
combination used for encryption and/or decryption, and an algorithm i.e. the rules or steps used 
for both encryption and decryption. The requirement of 'same' key as in case of 'symmetric' key 
cryptography leads to a common problem called 'problem of key distribution', i.e. how the two 
parties should agree upon a 'common' key that has to be used for the process. This is as described 
below.

Problem of Key distribution in Symmetric Key cryptography:

As in case of symmetric key cryptography, the key that has to be used for both encryption and 
decryption should be the 'same' this leads to a problem that how the two parties requiring secure 
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communication can 'agree' or 'decide' upon a common key, without letting any third person know 
about it ?  There can be many ways in which the two parties will try to communicate assuming it is 
secure, but it may not be so. e.g. even if they exchange letters, seal envelopes into locked boxes, 
talk over open media for the common key, or send the key along with the locked boxes, whatever 
may be the means used, it turns out to be practically non-viable or difficult to implement. That is 
to say, there are very much chances of intercepting the communication between two parties if any 
of these methods are used. This is called the 'problem of key distribution'. 

In order to come out of this problem, one good solution was given by two scientists jointly known 
as 'Diffie-Hellman key exchange algorithm'.

5.2 The Diffie-Hellman Key exchange algorithm:

Whitefield Diffie and Martin Hellman, in 1976 have come out with a good solution to the 
problem of key distribution as mentioned above. The steps of this algorithm are as given below. 
(It must be noted, that this is NOT an encryption or decryption algorithm but is only used for 
agreeing upon a symmetric key. Once it is done, some specific algorithm should be used for 
the purpose of encryption/decryption. )

Steps for algorithm:

Assume two parties viz. 'first' and 'second' want to communicate securely. 
1. Let 'first' and 'second' agree upon two large prime nos., say n and g. These need not be kept 

secured. (i.e. everyone can know these values.)
2. 'first' chooses another large random no. say x to calculate another number A such that, A = g^x 

mod n. (Note, value of x is only known to 'first'!)
3. This no. A is then sent by 'first' to 'second'.
4. 'second' also chooses another large random no. say y to calculate another number B such that, 

B = g^y mod n. (Note, value of y is only known to 'second'!)
5. This no. B is then sent by 'second' to 'first'.
6. Now, independently, 'first' calculates the key K1 as: K1 = B^x mod n
7. Also, 'second' independently calculates the key K2 as: K2 = A^y mod n
8. As it should be required here in symmetric key cryptography, K1 = K2.

Example:

Let us take an actual example, to illustrate above algorithm. Assuming values such as n=11, g=7, 
x=3 and y=6, we have following equations:

1. Value of A = 7^3 mod 11 = 343 mod 11 = 2.
2. Value of B = 7^6 mod 11 = 117649 mod 11 = 4.
3. Key K1 = 4^3 mod 11 = 64 mod 11 = 9.
4. And, Key K2 = 2^6 mod 11 = 64 mod 11 = 9.
5. Thus, we find that K1 =  K2. 

Hence the algorithm is proved.
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Problems with the algorithm:

Although, it is seen that this algorithm turns out to be a good solution to the above mentioned key 
distribution problem, still it does not solve all the problems! This is because the algorithm can 
fail if a hacker makes what is called as the man-in-the-middle attack. This way, even though the 
two parties will feel that they are talking to each other, practically they are in-turn 
communicating with the hacker as he places himself in between them and switches back and forth 
the communication. 

The second problem is regarding the no. of keys required. In our example, we have just seen the 
situation of only two communicating parties. What would be the situation if a third party say 
'third' is added! One must think of the situation when communication between first-second, 
second-third as well as third-first must be secure! This would obviously require three keys! Then 
assume how many keys would be required to securely communicate between 1000 people that to 
independently? To find out this answer, one formula is used. It says, the total no. of keys required 
to securely communicate between 'n' individuals is = n (n-1) / 2. Hence in our example for 1000 
people, 1000(999)/2 = 499500 keys would be needed. This certainly increases the complications 
further.

In order to recover from these problem, the second technique (mentioned in the beginning) 
comes into picture, i.e. the Asymmetric Key cryptography. This states that two types of keys 
would be required, one each for encryption and decryption. 

5.3 The concept of Public key and Private key:

The Asymmetric key cryptography is also known as a 'public key cryptography', which uses a 
key-pair rather than a single key. The importance of this scheme is that only one key-pair is 
required to securely communicate between any number of other parties. (unlike the huge no. of 
keys that we've seen with earlier method.) Hence, one problem is overcome right away. One of 
these two keys is called public key (which can be announced to the world) and another is private 
key (obviously to be kept with oneself). This is to be followed by everyone who wants to 
communicate securely.

The working of public and private keys:

Asymmetric key cryptography (using public and private keys) works as under:
1. Assume two parties X and Y want to communicate. Both will have their own set of keys ready.
2. When X wants to send message to Y, X encrypts with Y's public key (as it is known to 

everyone)
3. X then sends this message to Y.
4. Then, Y decrypts this message using his own private key (known only to Y) 
[ This ensures in this case, that the message can be encrypted & sent by anyone, but can only 

be decrypted by Y. Hence, any interception will not result in knowing the sensitive 
information as key is only with Y. ]

Similarly, on the other side, if Y wants to send the message to X, reverse method is performed. 
5.  Y encrypts the message using X's public key and sends this to X.
6. On receiving the message, X can further decrypt it using his own private key.
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The basis of this working lies in the assumption of large prime number with only two factors. If 
one of the factors is used for encryption process, only the other factor shall be used for 
decryption. The best example of an asymmetric key cryptography algorithm is the famous RSA 
algorithm (developed by Rivest, Shamir and Adleman at MIT in 1978, based on the framework 
setup by Diffie & Hellman earlier).

5.4 Digital Signatures:

In earlier discussion of Asymmetric key cryptography, we had considered the only situation, in 
which if X is sender & Y receiver, then X encrypts the message with Y's public key and on 
receiving, Y decrypts with his own private key. This method only ensures secure communication 
between the two. Now consider another situation. If X is sender and Y is receiver, X encrypts the 
message using his own private key! On receiving, Y decrypts it using X's public key. The purpose 
behind this move is 'authentication'. It is clear that, only X knows his private key. So, when Y 
receives this message (encrypted with X's private key), it is an indication or proof that it has 
originated only from X and none else!  Remember that in earlier scheme, the purpose was only 
'confidentiality' and the origin of message was not the concern.

Now, one may say that if someone else wants to intercept this communication it should be easy. 
i.e. anyone can decrypt the message who knows X's public key. This is true, but then it will not be 
possible for anyone to again encrypt this message as only X knows his private key. Thus receiver 
here will not be fooled that message came from X. This scheme confirms the origin of the 
message. So, in this case X cannot deny that he has sent the message to Y, because it was 
encrypted with X's private key, known only to X.

The above discussion forms the basis for the concept called 'Digital Signatures'. In case of our 
normal operations, we make use of our (handwritten) signatures. These are used to confirm the 
'origin' or the 'authentication' of the individual. In the Internet world, it would be difficult to use 
any such method in practice. Hence the concept of 'Digital signatures' was evolved.

This technique is vitally important in the E-commerce concept used in the Internet. It proves as a 
valid mechanism for 'authenticity' of individual. Most of the financial transactions done over 
Internet make use of this method.

Techniques of Digital signatures:

Actual working of Digital signatures involves the use of a concept called 'Message digest' or 
'hash'. Message digest is something like the summary of original message. (works similar to the 
CRC checksum concept) This is basically used to verify the 'integrity' of data i.e. to ensure that 
the message has not been modified after it was sent by sender and before it reaches the receiver.

Another basis of message digest is that it should not give any clue or indication of the original 
message. i.e. it should not be possible to revert back to original message from the digest. Also, 
for a given message its digest should be the same always. Different algorithms are used to 
convert original message into its message digest. The popularly used ones are MD5 or Message 
Digest 5 (developed by Rivest) a modified version of earlier MD4, MD3 and MD2, while the 
first one was simply MD, and the SHA (Secure Hash Algorithm) developed by National Institute 
of Standards and Technology (NIST) in 1993. SHA-1 is promoted & prominently used 
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than the MD5 algorithm.

The Digital Signature Standard (DSS) was developed by NIST first in 1991. It suggests using 
the SHA-1 algorithm for calculating the message digest. This digest is further used for 
performing Digital signatures, by using the algorithm called Digital Signature Algorithm (DSA). 
In DSA, message digest is encrypted with the sender's private key to form the Digital Signature 
(DS). This signature is transmitted further along with the original message. It is also possible to 
use the earlier RSA algorithm for performing digital signatures. RSA is prominently used 
over DSA as DSA turns out to be more complicated.

Steps for the process:

1. If X is the sender, the SHA-1 algorithm is used to first calculate the message digest (MD1) of 
original message.

2. This MD1 is further encrypted using RSA with X's private key. This output is called the Digital 
Signature (DS) of X.

3. Further, the original message (M) along with the Digital signature (DS) is sent to receiver say 
Y.

4. Y thus receives the original message (M) and X's digital signature. Y uses the same message 
digest algorithm used by X to calculate the message digest (MD2) of received message (M).

5. Also, Y uses X's public key to decrypt the digital signature. The outcome of this decryption is 
nothing but original message digest (MD1) calculated by X.

6. Y, then compares this digest MD1 with the digest MD2 he has just calculated in step 4. If both 
of them are matching, i.e. MD1=MD2, Y can accept the original message (M) as correctly 
authenticated and assured to have originated from X. Whereas, if they are different, the 
message shall be rejected.

This method turns out to be foolproof. Even if an attacker intercepts anywhere in between, it is 
not likely for him to again sign the modified/read message, as only X in this case will know the 
private key! Hence, even if intercepted, this method remains very much secure and reliable!
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