
Notes for Internet Security, B.Sc. I.T. Semester V

Chapter 2    Classes of Attacks

In this chapter, the different techniques used by the intruders to attack the security of the 
systems shall be considered. The first objective of an attacker is to gain an entry into the 
system before carrying out any further activities. The various common ways of attacking the 
systems are as discussed below:

Stealing  Passwords:  

Passwords to the systems are something like the keys to the front doors. A front door is 
likely to be the first that is attacked by an intruder. Obviously, the system passwords will have 
to be kept very much secure. Attackers in contrast, try somehow to steal or grab these 
passwords to give them an easy & graceful entry into the system like a legitimate user. Using 
login-name & password is an easy & cheap method of authentication, but is followed most 
commonly. The different techniques used by intruders to steal password include the following:

1. Direct Approach: Although this is very easy, it is obviously fruitless, since nobody is 
going to disclose the password easily to anyone. Still, intruders use this as the first 
method & try their luck & then go for more difficult ones.

2. Dictionary based attacks – Hackers may use ready-made dictionaries for checking the 
passwords of systems, using special softwares. This method is somewhat difficult and 
time consuming, but not very sure. 

3. Brute force attacks – This involves using several combinations of keys such as 
alphabets, numbers, special characters etc. for a specific no. of digits & comparing or 
applying them to guess passwords. Of course this is most tedious and time consuming, 
but surer method of getting passwords. 

4. Using fake login – sometimes, if the attacker is insider, or can get a direct access, may 
keep a fake login program running on a terminal, which feels legitimate to unknown 
users. When someone logs in, he gets an invalid login message, and the password is 
meanwhile collected somewhere which is available for the attacker. Windows prevents 
from this attack, by requiring Ctrl-Alt-Del keys before login. Another way to protect is to 
always lock the terminal while going away from it.

5. Packet sniffing – As another attempt, attackers may intercept the packets flowing 
through the network. Hackers may use the tools such as Ethereal for this purpose. 
Some protocols let out the passwords in clear text while transmitting, which may be 
grabbed by attackers sniffing the packets. Although this is also tedious, it may work out 
sometimes. 

Social Engineering:

This is like an art, a special tool at the hand of the attacker in which he plays the 
psychological tricks at the target in order to gain the important information. All this happens 
without the knowledge of the target, i.e. target does not know at all that he is giving the vital 
information to the hacker. For social engineering, the hacker must have:

1. Some information about the target
2. Good social skills
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3. Lot of patience.

There are various methods, which are used by hackers for social engineering as described 
below:

1. Using personal conversation: By talking directly with the target hacker tries to grab 
some important information. Of course, this is more dangerous since the hacker may be 
revealing himself in the process.

2. Through Telephonic conversation: Using this, the hacker may pose as a top official, 
network administrator & may persuade the target in giving vital information about them. 
This is somewhat easier than first method and much widely used method.

3. By chatting with the target: Alternatively, hacker keeping himself secret, can chat & 
make good friendship with the target & then using trickier questions, can gain the 
required information.

4. By sending anonymous mails: It is possible to send mails without needing a sender's 
address or by using some address, which looks official and legitimate enough to fool the 
target in giving key information. This is also widely used technique and is surprising how 
many people would fall for this.

Bugs and Backdoors:

As it is seen and experienced, no computer software ever made is free of bugs. A bug 
may mean some problem in the software, which is undesired by its author. It may mean 
some kind of limitation in the software, which does not allow it to do the appropriate work. 
These are the loopholes or vulnerabilities in the program, which make it less secure. 
Hackers, who know about these loopholes, can misuse it or use it for their own benefit 
whereas some of them may disclose it to make everyone aware about it. One solution for 
this is to keep the softwares always updated with bug fixes, which are normally provided by 
its developer. e.g. added virus databases in an antivirus utility, service packs for operating 
systems etc. One should use them regularly in order to stay away from the new viruses or 
vulnerabilities. There are people who post the known vulnerabilities in the software to make 
everyone aware of it. 

Another security vulnerability is due to the backdoors. These are the programs which 
when stored on the target systems, may allow easy access to hackers or give them 
sufficient information about the target to carry out the attacks. There are several backdoor 
programs used by the hackers. These are like automated tools, which carry out the 
destructive jobs for the hackers. Trojan horse programs may also come into this category. 
In order to save from the backdoors, cleaner solutions are also available (which work in 
similar manner as the antivirus utilities). One such solution can be found at: 
http://www.moosoft.com/thecleaner  
 

Authentication failures:

Authentication is the method of validating the identity of genuine or authorized users. 
There are various methods used for this purpose, but the most commonly used one is by 
way of login name and passwords. In order to keep your authentication method foolproof, 
some strict policy have to be adopted. But, still the authentication failure is one of the ways 
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in which the intruders can penetrate into the systems.

Firstly the passwords have to be properly designed using all the available rules. 
Sometimes, if the password is stored in some user database in clear text, then the intruder 
can easily intercept it. Another example of authentication failure is by way of a fake login 
program run on a terminal. Windows 2000 prevents this attack by requiring the combination 
of Ctrl-Alt-Del before actual login, which terminates any fake login program being run there. 
One more form of authentication attack may come from the remote login programs. 
Protocols like rlogin, telnet are vulnerable to this. If these are available on for your host, 
intruders may keep retrying till they are lucky and get a chance to penetrate these systems. 
Hence, normally it is advised to turn off remote login features for added security.

Protocol failures:

Sometimes, the protocol used in the networks also has certain limitations or problems 
contained in them, which prevent the applications from doing the appropriate things. Since 
they work from behind the applications, this may increase the vulnerability. An example of 
such failure is the TCP protocol failure. TCP provides the circuits or paths for the IP 
datagrams. These may be sent across the network. The attackers checking for the packets 
can get information about the source IP. Similarly the IP is a stateless and unreliable 
protocol. No guarantee of delivery of packets can be given for it. It is possible for attackers 
to send packets using any known or valid source address.  This is called source address 
spoofing. Although the operating system controls this, still it cannot be relied on.

Information Leakage:

Many times, the attackers rely on the information leakage which is due to various 
reasons and helps them to get the inside information about the victim. In case of the internal 
attacks, either the information is directly available to the attacker or is passed on from 
inside. This information may include internal IP addresses, Network topology and structure, 
login names, passwords, host names etc. Sometimes, protocols also give away some 
information. Finger is the protocol, which gives the information about the users connected 
to the live hosts. Attackers may also use the social engineering skills on the basis of the 
information given by these protocols, to get further vitally important information. It is also 
possible to use the information given on the websites such as phone numbers, user names 
etc.  Obviously the defense against any such kind of information leakage is to use good 
firewalls and keep them properly configured.

Exponential Attacks:
 

These types of attacks are normally made by the hackers when they become desperate 
after trying several techniques and are not successful. For exponential attacks, the hackers 
may even use viruses or worms as their tools. Obviously the purpose here is not to gain 
information, but to destroy it. Viruses are the malicious codes attached to the legitimate 
programs. Desperate hackers may send such viruses using various ways into the system to 
create havoc. Similarly worms are the snippets of codes in different forms, which spread 
across the network and create destruction. An example of worms used by hackers is the 
infamous 'I love you' worm, which spread and created havoc through the Internet. One may 
be surprised to know that this worm was taken out of a project made by a 23 year old 
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student! 

Sometimes the attackers may also use the 'Trojan horse' programs for exponential 
attacks. These look like and behave as if they are legitimate programs but internally are 
working in destructive ways for which they have been designed. In order to safeguard from 
viruses, worms or Trojan horse programs, users are advised to use the scanners developed 
especially for this purpose. The antivirus utilities if used & updated frequently allow users to 
stay away from these kinds of attacks. The detailed discussion of viruses, worms or Trojan 
horses and their working will be made in Chapter 3. (Pls. refer chapter 3 notes for this 
purpose.)

Denial-of-service attacks:

This is yet another deadly and powerful tool available to hackers. To begin with, a Denial 
of service (DOS) attack is made to legitimate user so that the user is refrained from any 
kind of service to which the attack is made. Normally it is made by way of flooding, which 
creates havoc due to lot of congestion and is made out of 'nastiness' by the hacker. One 
simplest way of DOS attack is by flooding the user with emails. If user gets lots of mails, it 
becomes difficult to find out the actual and the fake mails and is very painful. Nowadays, 
mail servers have become smarter, which can check for unwanted (Spam) mail and store it 
in user's bulk mail folder. Another common way is to retry login for email account on the 
victim's name so that the victim's account is blocked by the server.

One more way of flooding the server itself, is by the SYN attack. The TCP/IP connection 
requires three steps. 1. Request by client (SYN packet), 2. Response by the host 
(SYN/ACK packet) 3. Actual connection establishment. Now if a SYN request is made 
using fake or non-existent IP address, the server sends SYN/ACK response to it and waits 
and keeps on waiting. This continues, and may end up in crashing the server. Sometimes, 
instead of non-existent IP, the target IP itself is used which creates infinite loop and it 
crashes. However, most of the systems have now been configured against this type of 
attacks. Yet another DOS attack is called 'Ping of death' attack. Here the target is pinged 
with more than the maximum allowable limit of data packets used for pinging (i.e. 65536). 
This might cause target to reboot or hang-up.

The latest and newest technique in DOS is called the DDOS or Distributed Denial of 
Service Attack, in which several (hacked) computers are used to attack on a single target 
causing it to crash.

Botnets:

 Another tool at the hand of the attacker is Botnet. A Botnet is usually an executable file 
made by someone to infect a computer and gain control over your computer. A Botnet is 
usually made up of mIRC and some custom scripts. There are many types of Botnets 
available, infamous ones being 'Litmus' and 'Global threat or GT'.

 A Botnet is made for several purposes the major one is 'packeting' which is when your 
connection is used to send a 'ping' packet to an IP at certain intervals causing the receiving 
IP to stop responding. Other purposes of a botnet are to use your host as an IRC BNC 
which means hackers can connect to an IRC server masked with your host as their own so 
they don't get banned from the server. Owners of a botnet can flood IRC channels/people, 
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download files. Although the botnet cannot be actually called as a virus, the owner of the 
botnet could also use it (the bot) to delete files on your computer or to upload a real virus. 
But this is not likely unless you are on a slow connection. It is also possible that the IRC 
network may be run by botnet owners!

 There are methods to find whether one is infected with a botnet. For 'Litmus' botnet it is 
easier. Just check if you have a directory called /litmus in your windows or winnt folder (i.e. 
c:\winnt\litmus or c:\windows\litmus) If you find one, then delete the one and only file 
contained in it  & reboot to remove the bot.  If you do not know how to stop or remove a 
botnet on your system, you may also seek help from http://swatit.org/bots/index.html They 
provide Swatit or Swatit-pro as the solutions for detecting and removing the botnets.

Active Attacks:

There are two types of attacks viz. passive attacks and the active attacks. In the passive 
attacks, there is no attempt made to modify or change the original message, but the 
attacker is plainly watching the information. Hence these attacks are harder to detect. 
While in case of active attacks, the original message is modified in some way. This is a 
fabrication type of attack to the security. In this way the authentication mechanism is fooled 
by using the false identity. Another example of this type of attack is called the 
man-in-the-middle type of attack, in which the attacker is in between the communication link 
and intercepts everything that comes the way. Thus the two parties feel like talking to each 
other, actually speaking they are talking to the hacker instead. 

Other destructions from the active attack include interruption (called as masquerading) 
and modification. The Denial of service attack can also be included into the active attacks. 
Although active attacks are somewhat easier to detect, they are not as simple to prevent as 
that of the passive attacks.
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